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process of deep learning models often requires a substantial amount of data, which may contain private and sensitive
information such as personal identities and financial or medical details. Consequently, research on the privacy risk
associated with artificial intelligence models has garnered significant attention in academia. However, privacy
research in deep learning models has mainly focused on traditional neural networks, with limited exploration of
emerging networks like reversible networks. Reversible neural networks have a distinct structure where the upper
information input can be directly obtained from the lower output. Intuitively, this structure retains more information
about the training data, potentially resulting in a higher risk of privacy leakage compared to traditional networks.
Therefore, the privacy of reversible networks was discussed from two aspects: data privacy leakage and model
function privacy leakage. The risk assessment strategy was applied to reversible networks. Two classical reversible
networks were selected, namely RevNet and i-RevNet. And four attack methods were used accordingly, namely
membership inference attack, model inversion attack, attribute inference attack, and model extraction attack, to
analyze privacy leakage. The experimental results demonstrate that reversible networks exhibit more serious privacy
risks than traditional neural networks when subjected to membership inference attacks, model inversion attacks, and
attribute inference attacks. And reversible networks have similar privacy risks to traditional neural networks when
subjected to model extraction attack. Considering the increasing popularity of reversible neural networks in various
tasks, including those involving sensitive data, it becomes imperative to address these privacy risks. Based on the

analysis of the experimental results, potential solutions were proposed which can be applied to the development of

H9%

reversible networks in the future.

Keywords: reversible neural network, privacy protection, membership inference attack, privacy threat

0 5|5

TR, IRFES R A R SN 2 A
SUSHIAZ O BOR . AR T AT R AE
(B VR P 2 ST RS ARY DA R il ok e SR e £ A )
FOEGETIGE 18 2 A e . B, BT
WA REEE =TT RS E L, K
i AT LA I 7 ) B R R AT A ML A B o R
XL AT BT, Mo T DA (AR U R
ISR RS S, F 27T DG U AR D)
e BEE = TR I ], TR 2]
TR PR R 22 4 ) 8 T B 2 R S FRTRIT 7 A
Mo FRIRECT AR o, R AR R I s
L BER JE DEL 35 B R s R R o
AL ) B PR B I . Fo s
LG TN G SN G Nl RISV TR s FPNE Y €/
A2 THT ) JBT el SR, TR R 5 B o 9 AR T
R 2 THT e s s )

2 BN EE AR Y OB 22 4 IR ) ] RELRTE 5
SRR TAE G 22 2%, T 20 1 I Le RIS
RO SR TS AR NS . FH LU AR G 22 I 4%
R A 2 R 25 SR T AT IR B A D A R )

A, m LU B /D 1 S 80 S IUE B e A
TER] IR 283 H 2 BT, D% T I A Y Bk Sk
fa b HBIAYHE T AT B U B, pE
Af LS AT . T AEAS HE R LU R RE 2 TR AR
Laurent 255 18 & 2 (1 A2L 32 ) 7 NICEP!, B
WA\ x @IE by BB AS 5 x B xp EAT AT
% . Gomez UMY T HEA 2 10 AR
RevNet, MM 75 EA7fk A )45 5, M@ T IR
JZ 48 K2 T B AR . 2 5,
i-RevNet! 53t — 18 J 2% v (R A AT 300 45 4 (il
EEE) AT S DT 49 A5 B A SIS vl 3, R
WE T A5 B AR A M, R ERE T 5 B
HR AT M. deah, Arwh 4 W 4508 AT
FHAE RS F RS ik, JEIET
SN PERERDL . SR, AT AR R
ToA AL S OR B B8 2 A CHUE 5 R R TS
SRR KBRS, HATfE# AR A LH A
KiF.

TR R B R, AR SR T AT
22 I 245 S L itk 2 IR TR AT 4 THT VP A o AR,
ARSCEI T A A LR ] I 4 N 4%, B RevNet
Fl i-RevNet {E BTN R MR FAFIRE AL D)



54

PSR LS R TR 22 I 2% 1) R A 2 DL VT £ 31~

REfR AN HTOANT, 20 AR A HE B &
e HEFR IR B TR 38 v gk R TR 5 R G A
VAL 7%, FREAN R B R S Bk AT AH LI SE 58
I RESEES, A SCIRAIE T AT IR £ A LA
G2 ) 245 A7 1E B8 Dy 7 I R R VI R Il . LA
Kt , 7% PR 35352 F , RevNet Al i-RevNet
() B FAE &7 RS 2 I ER T T 5.19%F1 8.56%; 1E
TR ] S 2R 308 ) A0 o5 0 JeB P AR B O ), BRORA UG
B HEARIFEFE T T T A5 284 T R B Rl K i
RS AY G I B, m i o 28 X 28 A0 L AR G v 22
W%, Bafhze 4 AR A B AR . ASC DT
[N/ (Il

1) B IRORVE T 0] 304 2 I 2% (1) B R ik B
JF

2) H& 7 AT HOHE B RA RS A Ty i B AL
PIAN A T AT B RATHE & IRURG DAl R S, R AH
LB BT 7 VAT SE B, R T — RS
AT A 2 X % (1) T ) S5 S 1 7 B
TGVl

3) JESLI R, MR mEm L, nri
125 I 245 T 5040 e R J2 TR T I o B 77 2 ) R A i
& AU -

4) FEF DAl AT 3 22 R0 2% 1) B R ik R XU
P T BB AE IR R DTV, A B AT DR R 1%
AR e R 22 A () g N AT e 8 I 4% 11 1
i K

1 tHxIME

1.1 #LERF S HARRFARAY

LA IR L 2 SRR B 2w, E B I
(i e AT o 0,478 Fl A HE BRIt o ARG o) ok
Jo e A T S e RS A G B s o

(1) ot e Sy

8 D3 HE B A ol 2 A I o A U R AR T
- APY, I TN &5 2R AT AR A B2 Hodle
BEBALYIZRAE PP XA ikt L H
TR 0 K th BAS T, IR AR ERAL
Gk NRITE BRMSHL NGB A SE
G e A HERLIGE X T R A RO Bt e
AR ARz AL RE J ZE, FIZREE R R
FEVINZREE AR B 53 [X 70

(2) PRI ) Bk

R T8 i) AT b i Sk o A 2R T £ 25 S
HEE BRI R84 A R IME B . ki il LAZEAS
BB A BRI OLZ T, R RS A ) 5
SHER P B FASHE « A5 3 B2 H R T A AR A
1) 5 B MEER 40 AT R B AR (1) R — R E A — A
HARBIEMFEA, B R0 e Bod i) @i A8
—AMRAL L, Ak B AR A ) EE g
AR LR H N B4 H 1) 2 R R AT RGN, AT
gl [EZ et ] S IR = S A S i I (S BV TIAN
Az BT 4%, A AR AR R ) B AT DA
TN 5 v 4 B AL B

(3) JE S

Melis £FPHIEBH T Bt 35 AN AT DA B 4 2
HH A s AT A A, TR AT DAHE TR M E I 2R 4
A AT B H SR TR b o 9 dn, e i 1
O ARTESE 7 V% R BAE U1 000 P 1k 20 2 2 1) R
e MLES 2 IR AT DL 2] 5 R GG AT 25 T6 R 1)
KT INGEIE BAME B, n—A> IR 7 45
U4 PR ASE 2R A T DL S BTN AR BT 7R S R, R
PEHERE B 7ER] FH X M A S Bl

(4) FEALGIHL I

PR GF B o i i ) H bR Y 1) T R
AU FHOME AT o7 B R —Fo e R s i
ERENRF=RL, R T BRI B Ed %0125,
MERZ 5. EIFERE. P9 EESES, K
I GRIRITE 2 KB, &8k, A %5, A
53 R 0k (1 Bl XCEL 1) B0 2 AT e 2 A
SIS ARG SR I R, B E N R Bt —2
B RTEe b . SR MARL, AR E T
JRBER I PERE, (HAN A 2 A 7E T i 8 fEIX P
SO IR )52 5 3 BB A IR EE - SEPRIG L,
B # 5 H b8 2 [AAAFAE B A HAEH,
R4 N MG A5 2% TN 25 5, Btk z b9t
ANHEATAE
1.2 FISEHEMEIEE

AT A 28 O 248 4 (14— SR I Jo 00 [ e S
DAAH S 3 R A5 3 de )i N0 1R X 266« 3 4R
R A S e BUIE Y AL O 70
H1 NICE A1 RVNP $ ] 38 40 22 ) 285 5 d5 R ALLSRAit
THAHEE G iR T T i A s, 3@ i KAk



©32- W2 55 (5 B 22 Al

H9%

AR FR RO AR, 19 2098 A B IO EUBAR eR 2L
R R AR AR Y A= B BE 7 S5 406 30 SR 43 A i e
71 NICE & 1 —Fl& )2 451 R LD nT 3,
RNVP 5N 7B, 2 7R —RE5
M=, ZHERM TR x @8E s F A
o x1 F x2 FATERER IMNE . Gomez 5552 5] —
HHE R, EHEERMZ FIRH RevNet®,

RevNet [P iR 1 flros, TR 5
ZHHN x B y B y=x+F(x)38 N

y=x+F(x,) (D
»=x+G(») (2)
xl L

Y
Bl 1 RevNet [fyn] Witgity
Figure 1  Reversible block structure of RevNet
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Table 1 Network structure parameters of the model

R AL SRR ZHE/MB
ResNet-32 5-5-5 16-16-32-64 0.46
RevNet-38 3-3-3 32-32-64-112 0.46
i-RevNet-31 1-3-6 8-32-128 0.48
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Figure 5 Data-free model extraction attack process
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Table 3 Comparison of accuracy between
membership inference attack against middle layers and
model independent membership inference attack

ResNet-32 53.20% 63.88%
RevNet-38 68.72% 69.07%
i-RevNet-31 72.32% 72.44%
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Table 4 Loss of model inversion attacks

%] 245 A CIFAR100 CIFAR10
ResNet-32 3.47x10° 4.05x107°
RevNet-38 6.38x1077 5.96x107"
i-RevNet-31 2.27x107 2.45x10°

P& 7 BRI B 45 R AT AL
Figure 7 Model inversion attack results visualization
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Table 5 Accuracy of model inversion attack

] 248 A CelebA
ResNet-32 39.28%
RevNet-38 43.25%(13.97%)
i-RevNet-31 50.25%(110.97%)

3.3 BEMHEEXRT

A FHEE SE UTKFace S 1EAY J 12k 4 2
Buiki, BUOMZEHR S O FE AR AL T 24 JE 14,
A LHAE AR @ o 0 T 45, SRAH “ AM”
VEN HAR B AT R, WAL — A2
MLP, ‘BRI A H AR FEA N H bR B 2 — 2
B ZMEN, B IR WK 6
Jis o

<6 RBMHHEEIERNE

Table 6 Accuracy of attribute inference attacks

o R UTKFace
ResNet-32 46.29%
RevNet-38 48.02% (11.73%)
i-RevNet-31 48.96% (12.67%)
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Table 7 Accuracy of model extraction attack

(2 iwit] ResNet-18 RevNet-38 i-RevNet-31
ResNet-32 86.97% 80.22% 55.23%
RevNet-38 82.03% 83.38% 38.56%

i-RevNet-31 81.76% 72.10% 66.41%

=8 HAGEERMINIER (MEHRELG— Inception V3)
Table 8 Accuracy of model extraction attack (The
attack model is unified as Inception V3)

o] 5 453 7Y InceptionV3
ResNet-32 84.76%
RevNet-38 79.85%

i-RevNet-31 80.79%
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Table 9 Network structure used in ablation experiment
parameter (the bold part is residual block)

R LA BiE s
RevNet-38 3-33 32-32-64-112
RevNet-38-A 3-3-3 32-32-64-112
RevNet-38-B 3-3-3 32-32-64-112
i-RevNet-31 1-3-6 8-32-128
i-RevNet-31-A 1-3-6 8-32-128
i-RevNet-31-B 1-3-6 8-32-128

% 10 RevNet jEBtsLIa4E R
Table 10 Results of RevNet ablation experiment

44 ﬁiﬁﬁéﬁffz% ffﬁiﬂlﬁi B )%fi;ﬁf;ﬂz%

RevNet-38 69.07% 5.96x10” 48.02%
RevNet-38-A 67.15% 5.96x107 47.97%
RevNet-38-B 66.37% 1.66x107° 47.64%

#£ 11 i-RevNet JHRISEIS4E R

Table 11 Results of i-RevNet ablation experiment

R ﬁkﬁﬁéﬁ%&% ffﬁﬁé%? UG Efié&fﬁ%
i-RevNet-31 72.44% 2.45x107¢ 48.96%
i-RevNet-31-A 71.76% 2.62x10°° 48.06%
i-RevNet-31-B 70.18% 3.33x10°° 46.67%
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